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Quantum Computing and its Implications on Encryption

Data security is a topic that has become more relevant to internet users over the past few
years. Americans are concerned with their data’s privacy and how to keep their information safe
while still using the internet however they choose. Encryption has provided this sense of user
security for years but developing technologies like quantum computing are making current
encryption techniques less viable for the future. Quantum computing will have a major impact on
our data security in the coming years. [ will be discussing if we should continue development on
quantum computers if it poses such a high data security risk. I will address the involved parties,
possible courses of action, ethical frameworks of those actions, and my opinion.

To begin discussion about quantum computing, we should first address what it is.
According to Margaret Rouse (2010), quantum computing can be defined as , “...the area of
study focused on developing computer technology based on the principles of quantum theory,
which explains the nature and behavior of energy and matter on the quantum (atomic and
subatomic) level”. This may seem overwhelming at first, but essentially Quantum computers use
the ideas of the intrinsic randomness of physics at the subatomic level. The computers are built
on a bit type called a “Qubit”. Qubits have more possibilities than a binary bit because they can
be a 1 or a 0 or in something called a superposition. The University of Waterloo’s Institute of
Quantum Computing defines superposition as,  ...essentially the ability of a quantum system to

be in multiple states at the same time — that is, something can be “here” and “there,” or “up”



Martinez 2

and “down” at the same time.” In terms of computing, this means that a qubit can be in a state
where it is a 1 and a 0. When multiple qubits begin to work together the concept of entanglement
comes into play. Entanglement creates a situation where observing one qubit tells you the state of
other qubits it is entangled with. Due to the fact that only one bit needs to be observed,
factorization and other computationally heavy operations become much faster to complete. Now
you may be wondering how this ties into encryption.

TechTarget (2014) defines encryption as, “...the conversion of electronic data into
another form, called ciphertext, which cannot be easily understood by anyone except authorized
parties”. Essentially, encryption is the act of making data that you are passing to some other
person or system unreadable until a key is used to decypher it. This is a very widely used way of
making sure that the data being transferred is not seen by anyone trying to intercept it. Often
times websites will have an “https//”” instead of an “http//”. The ‘s’ is what tells the user that the
connection is secure and encrypted. Like previously mentioned, The state of data security may be
at risk due to the potential power of quantum computers. With the current power of classical
computers, the binary bits are not able to perform algorithms to find encryption keys fast enough
to consistently be a threat to encryption as a whole. With quantum computing however, qubits
are able to be in so many states at once, that the key will theoretically be found much faster.
Elliot Williams of Hackaday(2014) stated, “Anyone storing your (or your government’s) data
now will likely be able to read it when today’s toddler is enrolling in college”. While this may
seem a ways away, William’s fears that with the loss of encryption, all data including

government information, passwords, and credit card numbers will be visible to those with a
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strong enough computer. A multitude of parties are concerned with this possibility and with the
odds of this being on the horizon, it is no wonder that people want to act now.

With today’s tech centered society, many people can be considered stakeholders in this
issue. For the sake of this paper I will be addressing the government, tech companies, and the
general public. By addressing these three in broad strokes, the issue will be easier to understand
as a whole without getting lost in the nitty gritty.

The government, or more accurately the NSA, is concerned with the current threat that
quantum computing poses on national security. The NSA values the security of the country from
any form of threat and quantum computing may be the biggest foe they have had thus far.
Gizmodo writer Jamie Condliffe (2016), quoted the NSA addressing their concerns about
quantum computing's implications on national security, stating, “NSA does not know if or when
a quantum computer of sufficient size to exploit public key cryptography will exist... There is
growing research in the area of quantum computing, and enough progress is being made that
NSA must act now to protect [national security services] by encouraging the development and
adoption of quantum resistant algorithms”. The NSA is concerned with the computational power
being created with quantum computers and is responsible for data security in the government
sector as well as of the American people. National security is one of government’s core values
and it is noted that their main goal is to encourage development of stronger encryption
algorithms.

The tech companies that are creating these computers are another major stakeholder.
Their values and intentions are not directly to create technology to undermine a government and

take over the world, but simply to push the boundaries of technology and provide breakthroughs
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in the world of computing. D-Wave Systems, one of the first quantum computing companies, has
a vision statement that reads, “ While we are only at the beginning of this journey, quantum
computing has the potential to help solve some of the most complex technical, commercial,
scientific, and national defense problems that organizations face. We expect that quantum
computing will lead to breakthroughs in science, engineering, modeling and simulation, financial
analysis, optimization, logistics, and national defense applications”. It is clear from reading their
vision that D-Wave Systems is a group of technologist trying to make a difference in
computation. Their position on their technology being used to break encryption is currently
unknown. The company has not put out an official statement saying how they feel about this
possible use of their tech. Seeing as their computer can only be used in an extremely controlled
environment as to maintain its computational integrity, the issue has most likely not been one of
their concerns.

The last major stakeholder in this issue is the general public. The root of this issue is data
privacy which affects not just the government, but the general public as a whole. The general
public’s interest is to maintain security of their precious data such as credit card information or
social security numbers. Their concerns are that data privacy will no longer exist and this will
infringe on their right to privacy which is laid out in Article 12 of the Universal Declaration of
Human Rights which states, “No one shall be subjected to arbitrary interference with his privacy,
family, home or correspondence, nor to attacks upon his honor and reputation. Everyone has the
right to the protection of the law against such interference or attacks.” People value privacy and

hold companies and government bodies responsible to value this right.
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After careful thought, I have come to two separate courses of action. The first is to allow
progress on stronger encryption and quantum computers to be developed simultaneously. This
course of action will appease the most stakeholders and and aligns with the Common Good
Approach. In order to make the most innovation we would need to not hinder the production of
these machines and continued research into quantum computing will help solve Non-Polynomial
problems. These problems include factorization which is the core of RSA encryption. The
second course of action would be to halt progress on quantum computers until stronger
encryption can ensure data security. This course of action is the best for the general public but
creates roadblocks for technology companies such as D-Wave Systems. The ethical framework
that aligns most with this course of action would be The Rights Approach. The general public is
entitled to the right to privacy and with potential to break that right, development should not
continue. While both of these courses of action have their merits, I have formulated my own
opinion on how this issue should be addressed.

When it comes to my stance on this issue, I feel that there are many things to take into
consideration. I believe that many of the positions of the stakeholders are very much justified.
The protection of government structure, intellectual property, or personal data are all valid data
to be accounted for. That being said, I agree with the Common Good approach of allowing for
the two technologies to be developed simultaneously. I do recognize the value in working in
tandem and how it will make for better understanding of each other's algorithm. I value this
approach because it maintains velocity of innovation while keeping the most stakeholders happy.

Quantum computing is a tool that will be used to make some incredible discoveries in the

coming years. From 1981 to 2017, quantum computing's concept has come a long way and is
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very close to being a force to be reckoned with. These computers have the power of Qubits
behind them and can revolutionize the way we conduct computation. While this is all well and
good, the fear of this power is very apparent. Encryption is something that can not be easily
replaced and a solution needs to come into play before quantum computing’s effects become
irreversible. Many groups are quite concerned with whether or not these computers see the light
of day. The government is concerned with their data security as well as the security of the
general public. Companies want to be able to create this technology and bring a new way to
compute to life. The general public is concerned with their data and if the internet will be safe
after this computer becomes a functional reality. Options are limited when it comes to this
breakthrough in technology. Hindering research of quantum computers maintains data security
while allowing the research to be conducted in tandem with stronger encryption keeps innovation
at full velocity. Although both options have their positives and their negatives, allowing for the
encryption algorithm and quantum computers to be researched simultaneously is most beneficial

to the future of our nation.
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